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Getting Started with Windows
Server Security

Develop and implement a secure Microsoft infrastructure platform using
native and built-in tools

About This Book

- Learn how to identify and mitigate security risks in your Microsoft Server
infrastructure

- Develop a proactive approach to common security threats to prevent sensitive
data leakage and unauthorized access

- Step-by-step tutorial that provides real-world scenarios and security solutions

Who ThisBook IsFor

If you are a security or Windows Server administrator wanting to learn or
advance your knowledge in Microsoft security and secure your Windows Server
infrastructure effectively, this book isfor you.

What You Will Learn

- Design a secure Windows Server platform based on the best practices and
industry standard recommendations

- Identify and mitigate security risks using tools such as Security Configurations
Wizard, ASA, AppLocker, BitLocker, and EMET

- Follow step-by-step instructions to tighten the security of your Active Directory
file, print server, Hyper-V and |1S servers, and application roles

- Develop a secure access control mechanism using the Dynamic Access Control
(DAC) feature

- Learn how to maintain security and deliver new security updates and patches
using the Windows Server Update Service (WSUS)

- Discover how PowerShell cmdlets and custom scripts can support your day-to-
day security admin tasks
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In Detall

Windows Server 2012 provides security features and solutions that can be used
as standal one security solutions as well as integrated solutions with your existing
security or auditing tools.

To begin, you will learn how to implement baseline security using Microsoft
Security Configuration Wizard and how to lock down unwanted services, along
with how to configure your Windows firewall. Y ou will see how to enable and
use native tools including AppLocker to identify and mitigate risks and tighten
up your Windows Server infrastructure security.

This book also walks you through best practices for designing and building a
secure Microsoft server platform, with instructions on configuration and
managing Dynamic Access Control and polices.

At the end of the book, installation and configuration of Windows Server Update
Services, which plays acrucial rolein the security space, is covered.
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Develop and implement a secure Microsoft infrastructure platform using native and built-in tools

About This Book

- Learn how to identify and mitigate security risks in your Microsoft Server infrastructure

- Develop a proactive approach to common security threats to prevent sensitive data leakage and
unauthorized access

- Step-by-step tutorial that provides real-world scenarios and security solutions

Who ThisBook Is For

If you are a security or Windows Server administrator wanting to learn or advance your knowledge in
Microsoft security and secure your Windows Server infrastructure effectively, this book isfor you.

What You Will Learn

- Design a secure Windows Server platform based on the best practices and industry standard
recommendations

- Identify and mitigate security risks using tools such as Security Configurations Wizard, ASA, AppLocker,
BitLocker, and EMET

- Follow step-by-step instructions to tighten the security of your Active Directory file, print server, Hyper-V
and 1S servers, and application roles

- Develop a secure access control mechanism using the Dynamic Access Control (DAC) feature

- Learn how to maintain security and deliver new security updates and patches using the Windows Server
Update Service (WSUS)

- Discover how PowerShell cmdlets and custom scripts can support your day-to-day security admin tasks

|n Detail

Windows Server 2012 provides security features and solutions that can be used as standal one security
solutions as well as integrated solutions with your existing security or auditing tools.

To begin, you will learn how to implement baseline security using Microsoft Security Configuration Wizard
and how to lock down unwanted services, along with how to configure your Windows firewall. Y ou will see
how to enable and use native tools including AppLocker to identify and mitigate risks and tighten up your
Windows Server infrastructure security.

This book also walks you through best practices for designing and building a secure Microsoft server
platform, with instructions on configuration and managing Dynamic Access Control and polices.

At the end of the book, installation and configuration of Windows Server Update Services, which playsa



crucial rolein the security space, is covered.
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Editorial Review
About the Author
Santhosh Sivarajan

Santhosh Sivargjan is a recognized subject matter expert in the Microsoft technology arena. He has extensive
experience in designing, migrating, developing, and implementing enterprise solutions using Microsoft
products and technologies. He holds a master's degree in computer information systems from the University
of Houston, Texas. His certificationsinclude MCITP, MCTS, MCSE, MCSA, Network+, CCNA, ITIL, and
many more. He is also a certified migration expert in Quest Migration Manager products. His blog
(http://blogs.sivargjan.com) and SS Technology Forum (http://www.sivarajan.com/forum) are well known in
the industry for providing free technical information and support. Y ou can follow Santhosh on Twitter via
@santhosh_sivara. He is the author of the book Migration from Windows Server 2008 to Windows Server
2012, Packt Publishing. He has a so published hundreds of articles on various technology sites. Microsoft
has recognized Santhosh with the Microsoft Most Valuable Professional (MV P) award multiple times for his
exceptional contribution to the technical community. He lives in Sugarland, Texas, with hiswife, Anjali,
whoisalso an IT professional, and their 3-year-old daughter, Gayathri.

Users Review
From reader reviews:
Nicole Gar ner:

The publication with title Getting Started with Windows Server Security includes alot of information that
you can learn it. Y ou can get alot of benefit after read this book. This kind of book exist new know-how the
information that exist in this guide represented the condition of the world today. That isimportant to yo7u to
understand how the improvement of the world. That book will bring you in new era of the glowbal growth.
Y ou can read the e-book with your smart phone, so you can read it anywhere you want.

Edward Rideout:

Playing with family in the park, coming to see the marine world or hanging out with friendsis thing that
usually you have done when you have spare time, after that why you don't try matter that really opposite
from that. A single activity that make you not sense tired but still relaxing, trilling like on roller coaster you
have been ride on and with addition of information. Even you love Getting Started with Windows Server
Security, you could enjoy both. It is great combination right, you still need to missit? What kind of hang-out
typeisit? Oh come on its mind hangout men. What? Still don't understand it, oh come on its named reading
friends.



Wendell Darnell:

Y our reading 6th sense will not betray a person, why because this Getting Started with Windows Server
Security e-book written by well-known writer we are excited for well how to make book that could be
understand by anyone who have read the book. Written within good manner for you, leaking every ideas and
producing skill only for eliminate your own persona hunger then you still doubt Getting Started with
Windows Server Security as good book not just by the cover but also with the content. This is one reserve
that can break don't determine book by its handle, so do you still needing a different sixth sense to pick this
particular!? Oh come on your reading through sixth sense already told you so why you have to listening to an
additional sixth sense.

Michad Mantz:

Aswe know that book is significant thing to add our knowledge for everything. By a e-book we can know
everything we want. A book is a group of written, printed, illustrated as well as blank sheet. Every year
ended up being exactly added. This reserve Getting Started with Windows Server Security wasfilled in
relation to science. Spend your free time to add your knowledge about your technology competence. Some
people has various feel when they reading a new book. If you know how big benefit from abook, you can
sense enjoy to read a e-book. In the modern eralike now, many ways to get book you wanted.
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