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Router Security Strategies. Securing |P Network Traffic Planes provides a
compre-hensive approach to understand and implement I P traffic plane
separation and protection on | P routers. This book details the distinct traffic
planes of IP networks and the advanced techniques necessary to operationally
secure them. This includes the data, control, management, and services planes
that provide the infrastructure for 1P networking.

Thefirst section provides a brief overview of the essential components of the
Internet Protocol and IP networking. At the end of this section, you will
understand the fundamental principles of defense in depth and breadth security as
applied to IP traffic planes. Techniques to secure the IP data plane, |P control
plane, IP management plane, and I P services plane are covered in detail in the
second section.

The final section provides case studies from both the enterprise network and the
service provider network perspectives. In thisway, theindividua 1P traffic plane
security techniques reviewed in the second section of the book are brought
together to help you create an integrated, comprehensive defense in depth and
breadth security architecture.

“Understanding and securing | P traffic planes are critical to the overall security
posture of the IP infrastructure. The techniques detailed in this book provide
protection and instrumentation enabling operators to understand and defend
against attacks. Asthe vulnerability economy continues to mature, it is critical
for both vendors and network providers to collaboratively deliver these
protections to the | P infrastructure.”

—Russell Smoak, Director, Technical Services, Security Intelligence Engineering,
Cisco

Gregg Schudel, CCIE® No. 9591, joined Cisco in 2000 as a consulting system
engineer supporting the U.S. service provider organization. Gregg focuseson IP
core network security architectures and technology for interexchange carriers and
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web services providers.

David J. Smith, CCIE No. 1986, joined Cisco in 1995 and is a consulting system
engineer supporting the service provider organization. David focuses on IP core
and edge architectures including I P routing, MPL S technologies, QoS,
infrastructure security, and network telemetry.

- Understand the operation of 1P networks and routers
- Learn about the many threat models facing | P networks, Layer 2 Ethernet
switching environments, and IPsec and MPLS VPN services

- Learn how to segment and protect each I P traffic plane by applying defense in
depth and breadth principles

- Use security techniques such as ACLSs, rate limiting, 1P Options filtering, uRPF,
QoS, RTBH, QPPB, and many others to protect the data plane of IP and
switched Ethernet networks

- Securethe IP control plane with rACL, CoPP, GTSM, MD5, BGP and ICMP
techniques and Layer 2 switched Ethernet-specific techniques

- Protect the IP management plane with password management, SNMP, SSH,
NTP, AAA, aswell as other VPN management, out-of-band management, and
remote access management techniques

- Secure the | P services plane using recoloring, |P fragmentation control, MPLS
label control, and other traffic classification and process control techniques

This security book is part of the Cisco Press® Networking Technology Series.
Security titles from Cisco Press help networking professionals secure critical data
and resources, prevent and mitigate network attacks, and build end-to-end self-
defending networks.
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Router Security Strategies. Securing |P Network Traffic Planes provides a compre-hensive approach to
understand and implement I P traffic plane separation and protection on I P routers. This book details the
distinct traffic planes of |P networks and the advanced techniques necessary to operationally secure them.
Thisincludes the data, control, management, and services planes that provide the infrastructure for 1P
networking.

Thefirst section provides a brief overview of the essential components of the Internet Protocol and IP
networking. At the end of this section, you will understand the fundamental principles of defense in depth
and breadth security as applied to I P traffic planes. Techniques to secure the | P data plane, 1P control plane,
IP management plane, and I P services plane are covered in detail in the second section.

The final section provides case studies from both the enterprise network and the service provider network
perspectives. In thisway, the individual |P traffic plane security techniques reviewed in the second section of
the book are brought together to help you create an integrated, comprehensive defense in depth and breadth
security architecture.

“Understanding and securing | P traffic planes are critical to the overall security posture of the IP
infrastructure. The techniques detailed in this book provide protection and instrumentation enabling
operators to understand and defend against attacks. As the vulnerability economy continues to mature, itis
critical for both vendors and network providers to collaboratively deliver these protectionsto the |P
infrastructure.”

—Russell Smoak, Director, Technical Services, Security Intelligence Engineering, Cisco

Gregg Schudel, CCIE® No. 9591, joined Cisco in 2000 as a consulting system engineer supporting the U.S.
service provider organization. Gregg focuses on |P core network security architectures and technology for
interexchange carriers and web services providers.

David J. Smith, CCIE No. 1986, joined Cisco in 1995 and is a consulting system engineer supporting the
service provider organization. David focuses on | P core and edge architectures including IP routing, MPLS
technologies, QoS, infrastructure security, and network telemetry.

- Understand the operation of |P networks and routers
- Learn about the many threat models facing I P networks, Layer 2 Ethernet switching environments, and
IPsec and MPLS VPN services

- Learn how to segment and protect each I P traffic plane by applying defense in depth and breadth principles

- Use security techniques such as ACLSs, rate limiting, IP Options filtering, uRPF, QoS, RTBH, QPPB, and
many othersto protect the data plane of |P and switched Ethernet networks



- Secure the I P control plane with rACL, CoPP, GTSM, MD5, BGP and ICMP techniques and Layer 2
switched Ethernet-specific techniques

- Protect the IP management plane with password management, SNMP, SSH, NTP, AAA, aswell as other
VPN management, out-of-band management, and remote access management techniques

- Secure the I P services plane using recoloring, |P fragmentation control, MPLS label control, and other
traffic classification and process control techniques

This security book is part of the Cisco Press® Networking Technology Series. Security titles from Cisco
Press help networking professionals secure critical data and resources, prevent and mitigate network attacks,
and build end-to-end self-defending networks.
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Editorial Review

From the Back Cover

"Router Security Strategies. Securing IP Network Traffic Planes’ provides a compre-hensive approach to
understand and implement | P traffic plane separation and protection on IP routers. This book details the
distinct traffic planes of IP networks and the advanced techniques necessary to operationally secure them.
Thisincludes the data, control, management, and services planes that provide the infrastructure for 1P
networking. The first section provides a brief overview of the essential components of the Internet Protocol
and | P networking. At the end of this section, you will understand the fundamental principles of defensein
depth and breadth security as applied to | P traffic planes. Techniques to secure the | P data plane, 1P control
plane, IP management plane, and I P services plane are covered in detail in the second section. The final
section provides case studies from both the enterprise network and the service provider network perspectives.
In thisway, the individual |P traffic plane security techniques reviewed in the second section of the book are
brought together to help you create an integrated, comprehensive defense in depth and breadth security
architecture. "Understanding and securing I P traffic planes are critical to the overall security posture of the
IP infrastructure. The techniques detailed in this book provide protection and instrumentation enabling
operators to understand and defend against attacks. As the vulnerability economy continuesto mature, it is
critical for both vendors and network providers to collaboratively deliver these protections to the |IP
infrastructure." -Russell Smoak, Director, Technical Services, Security Intelligence Engineering, Cisco
Gregg Schudel, CCIE(R) No. 9591, joined Cisco in 2000 as a consulting system engineer supporting the U.S.
service provider organization. Gregg focuses on IP core network security architectures and technology for
interexchange carriers and web services providers. David J. Smith, CCIE No. 1986, joined Cisco in 1995 and
is aconsulting system engineer supporting the service provider organization. David focuses on |P core and
edge architectures including I P routing, MPL S technologies, QoS, infrastructure security, and network
telemetry.

- Understand the operation of 1P networks and routers
- Learn about the many threat models facing I P networks, Layer 2 Ethernet switching environments, and
IPsec and MPLS VPN services

- Learn how to segment and protect each I P traffic plane by applying defense in depth and breadth principles

- Use security techniques such as ACLSs, rate limiting, IP Options filtering, uRPF, QoS, RTBH, QPPB, and
many othersto protect the data plane of IP and switched Ethernet networks

- Secure the IP control plane with rACL, CoPP, GTSM, MD5, BGP and ICMP techniques and Layer 2
switched Ethernet-specific techniques

- Protect the P management plane with password management, SNMP, SSH, NTP, AAA, aswell as other
VPN management, out-of-band management, and remote access management techniques

- Secure the I P services plane using recoloring, 1P fragmentation control, MPLS label control, and other
traffic classification and process control techniques

This security book is part of the Cisco Press(R) Networking Technology Series. Security titles from Cisco
Press help networking professionals secure critical data and resources, prevent and mitigate network attacks,
and build end-to-end self-defending networks.

About the Author



Gregg Schudel,CCIE No. 9591 (Security), joined Cisco in 2000 as a consulting system engineer supporting
the U.S. Service Provider Organization. Gregg focuses on IP core network and services security architectures
and technology for inter-exchange carriers, web services providers, and mobile providers. Gregg is also part
of ateam of Corporate and Field resources focused on driving Cisco Service Provider Security Strategy.
Prior to joining Cisco, Gregg worked for many years with BBN Technol ogies, where he supported network
security research and development, most notably in conjunction with DARPA and other federal agencies
involved in security research. Gregg holds an MS in engineering from George Washington University, and a
BSin engineering from Florida Institute of Technology. Gregg can be contacted through e-mail at

gschudel @cisco.com.

David J. Smith, CCIE No. 1986 (Routing and Switching), joined Cisco in 1995 and is a consulting system
engineer supporting the Service Provider Organization. Since 1999 David has focused on service provider |P
core and edge architectures, including I P routing, MPL S technologies, QoS, infrastructure security, and
network telemetry. Between 1995 and 1999, David supported enterprise customers designing campus and
global WANS. Prior to joining Cisco, David worked at Bellcore developing systems software and
experimental ATM switches. David holds an MSin information networking from Carnegie Mellon
University, and a BS in computer engineering from Lehigh University. David can be contacted through e-
mail at dasmith@cisco.com.

Users Review
From reader reviews:
Chad Jones:

As people who live in the modest era should be change about what going on or information even knowledge
to make these keep up with the erathat is certainly always change and advance. Some of you maybe can
update themselves by looking at books. It isagood choice for yourself but the problems coming to anyone is
you don't know what one you should start with. This Router Security Strategies. Securing |P Network Traffic
Planesis our recommendation to help you keep up with the world. Why, as this book serves what you want
and want in this era.

Maritza Kress:

This book untitled Router Security Strategies: Securing |P Network Traffic Planes to be one of several books
that best seller in this year, that's because when you read this reserve you can get alot of benefit uponit. You
will easily to buy this particular book in the book retailer or you can order it by means of online. The
publisher on this book sells the e-book too. It makes you more easily to read this book, as you can read this
book in your Mobile phone. So there is no reason to your account to past this e-book from your list.

Ruth Coleman:

This Router Security Strategies: Securing |P Network Traffic Planesis completely new way for you who has
curiosity to look for some information because it relief your hunger of knowledge. Getting deeper you on it
getting knowledge more you know or perhaps you who still having tiny amount of digest in reading this
Router Security Strategies: Securing |P Network Traffic Planes can be the light food for yourself because the
information inside that book is easy to get by anyone. These books develop itself in the form whichis



reachable by anyone, yeah | mean in the e-book type. People who think that in guide form make them feel
drowsy even dizzy this e-book is the answer. So thereisn't any in reading a guide especially thisone. You
can find what you are looking for. It should be here for an individual. So , don't missthe item! Just read this
e-book variety for your better life along with knowledge.

Scott Bush:

Do you like reading a book? Confuse to looking for your selected book? Or your book has been rare? Why
so many problem for the book? But any kind of people feel that they enjoy to get reading. Some people likes
studying, not only science book but in addition novel and Router Security Strategies: Securing |P Network
Traffic Planes or others sources were given expertise for you. After you know how the truly amazing a book,
you feel desire to read more and more. Science publication was created for teacher or even students
especially. Those textbooks are helping them to put their knowledge. In different case, beside science
reserve, any other book likes Router Security Strategies: Securing 1P Network Traffic Planes to make your
spare time considerably more colorful. Many types of book like this.
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